Charlie Hebdo: Terrorismus,
Meinungsfreiheit &
Massenuberwachung
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Der Terrorangriff auf Charlie Hebdo & Reaktionen
— Innenminister der EU

— David Cameron

— Reaktionen von NGOs

Je Suis Charlie?
Vorratsdaten und Terrorismus

Die globale Massenuberwachung und ihre
Auswirkungen auf die Meinungsfreiheit

And let them win?
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* |T Sicherheitsspezialist
* Incident Handling

* Forensics
Werein zur Férderung der Freiheiten des Blrgers im Metz

[ Penetra‘“on Testu’]g und Wahrung der digitalen Blrgerrechte.

* Privat: Hobby-Lobbyist -

E-Mail: josef.irnberger@netzfreihet.org, hitp:/inetzfreinet.org
* Grundungsmitglied Netzfreiheit
GMgld Chaostreff Salzburg %
DIGITAL
EDRi RIGHTS
CCC, EFF, FSF, ARGE Daten, ...

Dipl.Ing.(FH) Josef Irnberger
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47 Staats- und Regierungschefs




Und 3 Staats- und Regierungscheffinen

BREAKING NEWS




World leaders agains censorship?




Wickham called each leader out by name.

Daniel Wickham Follow
. @DanielWickham93

So here are some of the staunch defenders of the free press attending the
solidarity rally in Paris today...
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Jordan's King Abdullah Il

Daniel Wickham Follow
- @DanielWickham93

1) King Abdullah of Jordan, which last year sentenced a Palestinian
journalist to 15 years in prison with hard labour
jpost.com/Diplomacy-and-...
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Turkey's Prime Minister Ahmet Davutoglu

Daniel Wickham W Follow
@DanielWickham93

2) Prime Minister of Davutoglu of Turkey, which imprisons more journalists
than any other country in the world theguardian.com/media/greensla...
12:19 PM - 11 Jan 2015
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Israeli Prime Minister Benjamin Netanyahu

Daniel Wickham W Follow
@DanielWickham93

3) Prime Minister Netanyahu of Israel, whose forced killed 7 journalists in
Gaza last yr (second highest after Syria) en.rsf.org/press-freedom-...
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Egyptian Foreign Minister Sameh Shoukry

Daniel Wickham Follow
. @ DanielWickham93

4) Foreign Minister Shoukry of Egypt, which as well as AJ staff has detained
journalist Shawkan for around 500 days
dailynewsegypt.com/2014/12/20/pho...
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Russian Foreign Minister Sergey Lavrov

Daniel Wickham Follow
. @ DanielWickham93

5) Foreign Minister Lavrov of Russia, which last year jailed a journalist for
"insulting a government servant” en.rsf.org/russie-journal...
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Algerian Foreign Minister Ramtane Lamamra

Daniel Wickham Follow
: @ DanielWickham93

6) Foreign Minister Lamamra of Algeria, which has detained journalist
Abdessami Abdelhai for 15 months without charge
en.rsf.org/algerie-journa...
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United Arab Emirates’ Foreign Minister Sheikh Abdullah bin Zayed Al
Nahyan

Daniel Wickham Follow
: @DanielWickham93

7) The Foreign Minister of the UAE, which in 2013 held a journo
incommunicado for a month on suspicion of MB links
cpj.org/2013/08/uae-au...
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Tunisia’s Prime Minister Mehdi Jomaa

Daniel Wickham Follow
: @ DanielWickham93

8) Prime Minister Jomaa of Tunisia, which recently jailed blogger Yassine
Ayan for 3 years for "defaming the army" amnesty.org/en/news/tunisi...
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Georgian Prime Minister Irakli Garibashvili and Bulgarian Prime
Minister Boyko Borisov

Daniel Wickham Follow
: @DanielWickham93

9) The PMs of Georgia and Bulgaria, both of whom have a record of
attacking & beating journos en.rsf.org/bulgarie-polic...
en.rsf.org/georgie-at-lea...
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US Attorney General Eric Holder

4

10) The Attorney General of the US, where police in Ferguson have recently
detained and assaulted WashPost reporters
washingtonpost.com/news/post-nati...
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Greece’s Prime Minister Antonis Samaras

Daniel Wickham Follow
i @DanielWickham93

11) Prime Minister Samaras of Greece, where riot police beat & injured two
journalists at a protest in June last year en.rsf.org/greece-riot-po...




NATO Secretary General Jens Stoltenberg

Daniel Wickham Follow
" @DanielWickham93

12) Sec-Gen of NATO, who are yet to be held to account for deliberately
bombing and killing 16 Serbian journos in '99
amnesty.org/en/news-and-up...
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Mali's President Ibrahim Boubacar Keita

Daniel Wickham Follow
- @DanielWickham93

13) President Keita of Mali, where journalists are expelled for covering
human rights abuses cpj.org/2013/05/malian...
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Bahraini Foreign Minister Sheikh Khalid bin Ahmed Al Khalifa

Daniel Wickham o Follow
@DanielWickham93

14) The Foreign Minister of Bahrain, 2nd biggest jailer of journos in the
world per capita (they also torture them) cpj.org/2014/02/attack...
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Qatar’'s Sheikh Mohammed Bin Hamad Bin Khalifa Al Thani

Daniel Wickham W Follow
@DanielWickham93

15) Sheikh Mohamed Ben Hamad Ben Khalifa Al Thani of Qatar, which
jailed a man for 15 ys for writing the Jasmine poem
aljazeera.com/news/middleeas...
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Palestine’s President Mahmoud Abbas
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16) Palestinian president Mahmoud Abbas, who had several journalists
jailed for insulting him in 2013 jpost.com/National-News/...
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Slovenian Prime Minister Miro Cerar

" Follow

Daniel Wickham

o . VAT =L} . - ]
@ DanielWickham93

4

17) Prime Minister Cerar of Slovenia, which sentenced a blogger to six
months in prison for "defamation” in 2013 en.rsf.org/slovenia-blogg...
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Ireland’s Prime Minister Enda Kenny

Daniel Wickham ——
@DanielWickham93

18) Prime Minister Enda Kenny of Ireland, where "blasphemy" is considered
a criminal offense en.rsf.org/ireland-making...
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Polish Prime Minister Ewa Kopacz
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19) Prime Minister Kopacz of Poland, which raided a magazine to seize
recordings embarrassing for the ruling party en.rsf.org/poland-violati...
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The UK’s Prime Minister David Cameron
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20) PM Cameron of the UK, where authorities destroyed documents
obtained by The Guardian and threatened prosecution
en.rsf.org/uk-government-...
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Saudi Arabian Ambassador to France Dr. Mohammed bin Ismail Al
Al-Sheikh
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21) Saudi ambassador to France. The Saudis publicly flogged blogger
@raif_badawi for "insulting Islam" on Friday
theguardian.com/world/2015/jan...
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Forderungen .
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* Mehr Geld fur Geheimdienste
e Wirksamere Abhormallinahmen

* |solierung islamistischer Straftater in
Haftanstalten

* PNR Abkommen
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START DATENSCHUTZ DIGITALKULTUR NETZNEUTRALITAT UBERWACHUNG URHEBERRECHT

Reuters: Merkel will Vorratsdatenspeicherung

Markus Beckedahi Kurzmeldungen / 15 Kommentare

Reuters zitiert informierte Unions-Kreise, dass sich Merkel fir die Wiedereinfihrung der
Vorratsdatenspeicherung ausspreche: Merkel besteht auf Umsetzung der Vorratsdatenspeicherung.

In der Sitzung der CDU/CSU-Bundestagfraktion sagte die Kanzlerin nach Teilnehmerangaben am
Dienstaq in Berlin, dass sie eine solche Regelung fir eine langere Speicherung von
Kommunikationsdaten wolle. Diese sei auch nicht verfassungswidrig, fligte Merkel hinzu.
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,The [french] prime minister also spoke
of passing an updated version of a 2013
surveillance law that reportedly allows
French intelligence officials to inspect
residents' emails, phone calls, location
data, Internet activity and more for
vague purposes including "national
security” and stopping terrorist activity.



http://www.nytimes.com/2013/12/15/world/europe/france-broadens-its-surveillance-power.html
http://www.nytimes.com/2013/12/15/world/europe/france-broadens-its-surveillance-power.html

Und Cameron so: .
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"In our country, do we want to allow a
means of communication between
people which we cannot read"?



David Cameron pledges new 'snoopers’ charter’
if he wins general election




David Cameron in ‘cloud cuckoo land'
over encrypted messaging apps ban

The prime minister’s pledge to give security services access to encrypted
communications is 'Crazy’, experts say




Cameron will also =

Privatsphare verbieten! N{r
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Mehr Uberwachung bringt nicht zwingend —

mehr Sicherheit v
ANALYSE | MARKUS HAMETNER H ﬁ r
13. Janner 2015, 05:30 NETZFREINEIT

Mathematische Uberlegungen zu Fluggastdaten-Abkommen
und Vorratsdatenspeicherung

Gesamtbevdlkerung 8500000

Terronsten 100

Identifizierungsrate Welcher Prozentsatz an
Termornisten wird richiig erkannt

Rate der Fehlidentifikationen welcher 01
Prozentsaiz an unschuldigen als Terroristen erkannt i

90

Korrekt identifizierte Terronisten: Unschuldige Verdachtige:
90 6200



GLOBAL CHILLING

The Impact gf Mass Surveillance on International Writers
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A. Writers living in both Free and Not Free countries have avoided writ-
ing or speaking on a particular topic, or have seriously considered it,
due to fear of government surveillance, including:

34% of writers in
Free countries

44% of writers in
Partly Free countries

61% of writers in Not Free countries



B. Writers living in both Free and Not Free
countries have curtailed or avoided activities

on social media, or seriously considered
it, due to fear of government surveillance,

including:

42% of writers in Free couniries

46% of writers in Parily Free couniries

53% of writers in Not Free countries

In comparison, 40% of U.5. writers surveyed

by PEN in October 2013 reported curtailing
or avoiding activities on social media, or

seriously considering doing so.'’



Cyber-terrorism: _
same story Nir

Reaktion auf Sony-Hack: Obama will Cybersicherheit NETZFREIHEIT
starken

vorlesen / MP3-Download

—

US-Prasident Barack Obama (Bild: dpa, Wang Zhao)

Der Hackerangriff auf Sony Pictures, den die USA Nordkorea in die Schuhe
geschoben haben, hat gezeigt, wie anfallig US-Unternehmen sind. Deswegen
will US-Prasident Obama nun Konsequenzen ziehen und ruft den Kongress
zum Handeln auf.



Obama's War on Hackers

By Robert Graham
Rob Graham W Follow
@ErrataRob

Ha ha. New York Times accidentally posted their
employee database to their website: SSN, passwords, and

salaries:
nytimes.com/i/employees.txt
2:00 PM - 14 Jan 2015
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In next week's State of the Union address, President Obama will propose new laws
against hacking that could make either refweeting or clicking on the above (fictional)
link illegal. The new laws make it a felony to intentionally access unauthonzed
information even If it's been posted to a public website. The new laws make it a felony
to traffic in information like passwords, where "trafficking” includes posting a link.



= Ehe Washington Post

Opinions

The biggest threat to French free
speech isn’t terrorism. It's the
government.

The murders at Charlie Hebdo, while tragic, aren’t the problem.
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Danke fur die Aufmerksamkeit! .
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* Fragen?
* Diskussion.



